Securrracw New Features in SecurTrac 2.1.11

October 31, 2003

SecurTrac 2.1.11 offers three key new features. These new features include:
o  Support for Domino 6.5

« Mail Content and Attachment Monitoring

« New Packaging of Monitors — version display

Support for Domino 6.5

SecurTrac 2.1.11 has been tested and qualified to support Domino 6.5. This will be of interest to
customers who are or will run the most recent Notes offering from Lotus.

Mail Content and Attachment Monitoring

The Mail Monitor configuration now provides an option for Content logging. There are three options to
choose: None, Content Only, Content & Attachment.

Figure 1: Configuring the Mail Monitor for Content Logglng
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If None is selected then the basic mail fields are stored in the audit log as in Figure 2.
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Figure 2: Sample Mail Monitor Audit Record -
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Log generated on DemoExtracommix at 10/30/2003 08:32:05 AM EST

If Content is selected, the text within the email message body is written to the audit log. If there are
attachments, the name will be displayed and the Attachment tab will also provide details on the
attachment. Attachments cannot be viewed.

Figure 3: Mail Log with Content Tab Selected
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Log generated on Dema/Exdracommb at 1073002003 09:32:05 AM EST
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If the Content & Attachment option is selected, the text within the email message body is written to
the audit log. If there are attachments, the name will be displayed and the Attachment tab will also
provide details on the attachment. In addition a copy of the attachment will be stored within the audit
record and can be viewed by clicking on the attachment icon in the Content or Attachment tab.
Multiple attachments can be stored and displayed.

Figure 4. Mail Audit Log with Attachment Tab Selected
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New Packaging of Monitors — Version Display

SecurTrac Complete Suite includes all of the available monitors for SecurTrac. The Complete Suite

includes:

« Mail Monitor

o Database Monitor

e Domino Directory Monitor
« Notes.ini Monitor

e Intrusion Detection
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With the release of SecurTrac 2.1.11, new modules have been created allowing customers to
purchase a module at a price lower than the Complete Suite price.

SecurTrac Modules are now offered and include the following:

- Database Monitor Module (Database auditing that captures field level changes, design
changes, ACL changes and more)

e Mail Monitor Module (Mail information and complete content)
e Admin Monitor Module (Domino Directory, Notes.ini, Intrusion Detection)

To display the server license version and activated monitors, click on the SecurTrac Server License
button.

Figure 5: Displaying Version Number and Activated Monitors
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Please contact an Authorized Reseller for more information or visit www.extracomm.com.
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